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Oracle Identity Analytics Overview



ComplianceBusiness 
Managers

IT Ops & 
Security

What Are We Hearing?

Control IT, Security, Compliance Costs

• Manage access 

control across the 

enterprise

• Assess and control 

security risk

• Understand and attest 

to user access

• IT Risk and Business 

Productivity goals 

don’t align 

• Without automation, 

compliance is complex, 

error-prone, 

inconsistent

• Need to enforce and  

demonstrate 

compliance rapidly



• Compliance Command Console

• Actionable Dashboards, Business Reports & Comprehensive Analytics

• Accelerated and Sustainable Compliance Automation

• Access Certification, IT Audit Policy Monitoring, Closed-loop Remediation, Risk based

• Intelligent Role Governance

• Change Management, Attestation, Consolidation & Audit, Role Mining

• Rich Identity Warehouse

• Optimized for Analysis, Mining, Correlation, Reporting on Identity, Access and Policy Data

Oracle Identity Analytics 11g
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Oracle Identity Analytics

Phase 1 Phase 2 Phase 3 Phase 4 Phase 5
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Transparency
Consolidate & Correlate



• Consolidate all account data

• Reporting

• Who has access to what?

• Identify all uncorrelated account data

• orphan accounts

• low data quality

 manual correlation and/or increase application data quality

Consolidate & Correlate

Identity

Warehouse

HR Data

(User & Org)

Application Data

(Accounts & Entitlements)

Correlation Rules

(Knowledge about the Company)

Account #1

User

Account #2

Account #3

...

Account #N



Import HR & Application Data

• Organizations

• User

• Name

• E-Mail

• Manager

• Assigned Organization(s), Assigned Projects, etc.

• Jobcode, Location

• Everything which allows a correlation to application accounts

• Application Data

• Entitlements

• Everything which allows a correlation to users (HR data)

• Everything you can get is generally a good idea



Correlation Rules

HR Data

(User & Org)

Application Data

(Accounts & Entitlements)

• Employee ID

• User ID

• E-Mail

• Lastname

• Firstname

• ...

• Requires knowledge about your company

• Probably different for every application

• Several correlation rules may have to be combined

(or correlate with different rules and keep existing correlation)



Organizations & Users



User & Accounts



Accounts, Entitlements & Glossary



Orphan Accounts

• Accounts which can‘t be assigned automatically have to be assigned 

once manually

• Identify orphan accounts



Customer Example

3745 accounts deactivated in the Corporate LDAP, but 358 

corrosponding accounts on the others systems still active

Ressource #Accounts Correlated Unmatched

Corporate LDAP 17404 17404 0

Applikation #1 6727 6495 232

Applikation #2 9851 9567 284

Applikation #3 12865 12679 186

Application #4 2003 1280 723

Application #5 3857 1757 2100

Application #6 2358 1514 844



Identity-based Controls
Access Certification



Attestation Overview

• Complete Attestation Coverage

• User Entitlement

• Role Owner

• Resource Entitlement

• Data Owner

• Consolidated, correlated, granular identity data

• Flexible scheduling options and escalation workflows

• Configurable Sign-Off options and Business friendly UI

• Entitlement Glossaries

• Risk based
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Risk Based Certifications
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Sources
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Create Certifications

1
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Create Certifications
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Created Certifications



Certification: Users



Certification: Entitlements



Certification: Reports



Certification: Reports



Identity-based Controls
Audit Policy



IT Audit Policy Monitoring

 Across Entitlements & 

Roles

 Within Application or 

Cross-Applications

 Preventative & Detective 

Remediation

IT Audit Policies

 Roles Vs. Actuals

 Entitlements Outside 

Roles

 Mitigating Controls

 Manager Signoff for 

Audit Exceptions

Role Exceptions

 50+ Reports

 Compliance Dashboards

 Compliance Metrics 

Monitoring

 Historical Trend Analysis

 Remediation Tracking

Monitoring



IT Audit Policy Monitoring

Enterprise wide 

Rule Objects 

Complex Audit 

Rule Conditions



Role Management & Governance



Role Mining

• Comprehensive Role Discovery using Hybrid Approach:

• Bottom Up (User Entitlements)

• Top Down (User HR Attributes)

• Flexible User Population Selection

• Mining Results Dashboard 

• Statistics & Analytics 

• Graphical  Representations

• Incremental Role Mining

• Role Entitlement Discovery to mine new applications based on 

existing roles

Intelligent Role Discovery Engine



Define and Govern User Roles

• Role Change Approvals

• Role Versioning

• Rollbacks & Comparison

• Role Change Impact 

Analysis

• Rule Management

Change Mgmt

• Role –Entitlement 

Mapping History

• Role Membership 

History

• Approvals History

• Role Ownership History

Role Audit

• Role Definition 

Attestation

• Role Membership 

Attestation

• Role Consolidation

• Role Mining

Governance

Top-Down
Approach

Bottom-Up
Approach

Role
Audit, Analytics

Role
Mining

Role
Modeling

Role Definition Role Governance



• Actionable dashboards

• Reliable risk analysis

• Compliance Dashboards 

• 50+ OOTB Reports

• Publicly available schema

• Comprehensive cross-

referenced presentable data

• Enable complete 

Identity Governance

• Advanced analytics

Presentation of Identity Data in Business-Friendly Format

Compliance Command Console



Summary



• Compliance Command Console

• Actionable Dashboards, Business Reports & Comprehensive Analytics

• Accelerated and Sustainable Compliance Automation

• Access Certification, IT Audit Policy Monitoring, Closed-loop Remediation, Risk based

• Intelligent Role Governance

• Change Management, Attestation, Consolidation & Audit, Role Mining

• Rich Identity Warehouse

• Optimized for Analysis, Mining, Correlation, Reporting on Identity, Access and Policy Data

Oracle Identity Analytics 11g
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Summary

• Oracle Identity Analytics

• Is comprehensive and proven

• Offers rich set of identity governance 

features including risk based 

attestation, continuous SoD 

monitoring, role governance, 

dashboards & reporting

• Is available for download today

• For More Information

• www.oracle.com/identity

• www.identigov.wordpress.com

http://www.oracle.com/identity
http://www.identigov.wordpress.com/





